Secure Password Storage

* Verify Only
 Add Salt
 Slow Down (or)
« HMAC/Isolation




@The OWASP Foundatior
7

f/ 1 http://www.owasp.org

\

*  What does this MDS Decrypter tool do?

MD=Decrypter.co.uk allows you to input an MDS hash and search for its decrypted

Need more help finding your hashes?
state in our database, basically, it's a MD5 cracker f decryption tool.

Submit your hashes into My Hash Lists from the menu and get dedic
How many decryptions are in your database?

to help you. You need to be registered with our forums in order to U4
We have a total of just over 21.188 billion unique decrypted MD5 hashes since
August 2007.

Please input the MD5 hashes that you would like to be converted into text / cracked f decrypted. NOTE that space character is replaced with [space]:

Status: Hashes were found! Please find them below...
MD5 Hashes: bTeZ283a0%5114d95d6eacBeeifaTR342ch
Max: 16

Please use a
standard list format

b7e283a09511d95déeacibeld®eT942c0 MD5: passwordl23l

Please note the password is after the : character, and the MD5 hash is before it.

Load new captcha
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md5("password123!") = b7¢283a09511d95d6eac86e39e7942c0

sword1l23!") = f3acf5189414860a9041a5e9ecl1079a
N

»  What does this MD5 Decrypter tool do?

MDS5Decrypter.co.uk allows you to input an MD5 hash and search for its decrypted

Need more help finding your hashes?
state in our database, basically, it's a MD5 cracker / decryption tool.

Submit your hashes into My Hash Lists from the menu and get dedic:
How many decryptions are in your database? to help you. You need to be registered with our forums in arder to u
We have a total of just over 21,188 billion unique decrypted MD5 hashes since

August 2007.

Please input the MD5 hashes that you would like to be converted into text / cracked / decrypted. NOTE that space character is replaced with [space]:

e MD5 hashes that you would like to be converted into text / cracked / decrypted. NOTE that space charac
Status: [Hashes were found! Please find them below...

g |Fai|r_'d to find any hashes!
MD5 Hashes: b7e283209511d95d6eacB6e3927942c0

B6e3927942clpasswordl23!
Max: 16

Please use a
standard list format

b7e283209511d95d6eacBbe39e7942c0 MDS: passwordl23!

Please note the password is after the : character, and the MD5 hash is before it.

el N6 T D CO

Load new captcha

Please note the password is after the : character, and the MD5 hash is before it.

= . . . M

Load new captcha




1) Do not limit the type of characters or
length of user password within
reason

) Limiting passwords to protect against
Injection is doomed to failure

*) Use proper encoder and other defenses
described instead

*) Be wary of systems that allow unlimited

- password sizes (Django DOS 5ept 2013}



2) Use a cryptographically strong
credential-specific salt

* protect( [salt + password] );

 Use a 32char or 64char salt (actual size
dependent on protection function);

* Do not depend on hiding, splitting, or
otherwise obscuring the salt



3a) Impose difficult verification on [only]
the attacker

* HMAC-SHA-256
( private key, [salt + password] )

* Protect this key as any private key using best
practices

* Store the key outside the credential store

* Build the password-to-HMAC conversion as a
separate web-service (cryptographic




3b) Impose difficult verification on the
attacker and defender (weak/slow)

- PBKDF2( [salt + password], c=10,000,000 );

 Use PBKDF2 when FIPS certification or
enterprise support on many platforms is required

« SCRYPT([salt + password], work factor 10, .5 GB
ram)

 Use SCRYPT where resisting any/all hardware
accelerated attacks is necessary but enterprise

- supportandscaleispot



Passwordl!




Google, Facebook, PayPal, Apple, AWS, Dropbox,
Twitter




Forgot Password m\

Secure Design

Require identity questions
B | ast name, account number, email, DOB
B Enforce lockout policy

Ask one or more good security questions

B https://www.owasp.org/index.php/Choosing and_Using
Security_Questions_Cheat Sheet

Send the user a randomly generated token via out-of-band
B email, SMS or token

Verify code in same web session
B Enforce lockout policy

Change password
B Enforce password policy
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